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“Virtual Space”

GAME-LIKE DIMENSION

(immaterial)

“Cyberspace”

“Online Realm?”
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“Virtual Space”

GAME-LIKE DIMENSION

(immaterial)

“Cyberspace”

GLOBAL NETOF INTERCONNECTED COMPUTERS

(technocentric)

“Online Realm?”
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“Virtual Space”

GAME-LIKE DIMENSION

(immaterial)

“Cyberspace”

GLOBAL NET OF INTERCONNECTED COMPUTERS

(technocentric)

“Online Realm”

FAIRYTALE WORLD

(fictionalised)
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“CYBER-SOCIAL ECOSYSTEM?”

“*DIGITAL INFRASTRUCTURES AND SOCIAL LIFE ARE NOW CO-CONSTITUTIVE.

“*PLATFORMS SHAPE POLITICAL DISCOURSE, ALGORITHMIC INCENTIVES (RE-)ORDER SUB-
fCULTURAL PRODUCTION.

“<*NETWORKED PUBLICS, AS ACTIVE AUDIENCES, CONTINUOUSLY (RE-)NEGOTIATE NORMS
THAT FEED BACK INTO POLICY AND MARKET OUTCOMES.

» NO LONGER SECONDARY, “LESS REAL”" DIMENSION OF LIFE.

> MUTUAL DEPENDENCIES AMONG SUBSYSTEMS 2> TECHNOLOGICAL (Codes, protocols), SOCIAL (Communities,
Identities), INFORMATIOMAL (Content flows), ECONOMIC (Business model), REGULATORY (Legal frameworks,
Platform governance)

> MULTIDIMENSIONAL STRATEGIES/INTERVENTIONS > TECHs + EDUCATION + COMMUNICATION.
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CYBER-SOCIAL SECURITY

-

CIA = HUMAN RIGHTS
= CONFIDENTIALITY + = SOCIAL COHESION
= INTEGRITY = COGNITIVE + EMOTIONAL INTEGRITY

= DIGITAL RIGHTS
= NARRATIVE RESILIENCE

\—Y—I

SECURITY ENGINEERING + SOCIAL SCIENCES + DATA SCIENCE + STRATCOMMS

= AVAILABILITY
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(CYBER-)SOCIAL ECOSYSTEM - MAIN VE/T INFOSPHERES
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TERRORIST INFOSPHERES
FEEDING EACH OTHERS

VRWESPHERE

JIHADISPHERE

VIOLENT RADICALIZATION FOSTERED BY THE RECIPROCAL REINFORCEMENT OF IN-/-OUT GROUP DYNAMICS
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TERRORIST INFOSPHERES
OVERLAPPING

JIHADISPHERE

VRWESPHERE

CROSS-CONCEPTS, CONVERGING EXPERIENCE BASED ON VIOLENCE AND ONLINE HATE,
SAME MODUS OPERANDI, DISINFORMATION, TARGET SHARING (I.E.: JEWISH COMMUNITY)
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CROSS-CUTTING NARRATIVES
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CROSS-CUTTING NARRATIVES

& United Emirates of America ——
—— @D AMEricanEmirate
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\YOU/ARE A GAY PERSON/
INNAMUSLIM COUNTRY
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(CYBER-)SOCIAL ECOSYSTEM + ONLINE (CONNECTIVE) HATE
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DEHUMANISATION: DEFAMING OR DEHUMANISING EXPRESSIONS THAT BELITTLE
SOMEONE'S INHERENT WORTH.

e —

SEXISM: DISCRIMINATION BASED ON GENDER OQ SEXUAL ORIENTATION (HOMOPHOBIA,

SN T R
e' - -o-
. |
SEAIS M ETgh)Wt INFOSPHERE ;gq_“-_..__.
POLITICS: EXPRESSIONS THAT RELATE TO DOLITICAL IDEOLOGY, IN PARTICULAR
E S _dea
CTIVISM, EXTREMISM AND PROPAGANDA (INFOWARS).
TTESSEETT
RACISM: EXPRESSIONS THAT RELATE TO RACISM, ON THE BASIS OF RACE ETHNICITY,
CIARUDSTOF Wy ; \

NATIONALITY. < . \

RELIGION: WORDS THAT F?ELATE TO PSEUDO-RELIGIOUS IDEOLOGY IN DAQTICULAQ
ISLAMOPHOBIA, JIHADISM AND ANTISEMITISM. O

44T LR A THRAE SV MIsss S e .'!
UNTRUTH: WORDS THAT RELATE TO CONSPIRACY AND DISINFOQMATION INCLUDING
GOVERNMENT COVER-UP, DOOMSDAY AND THE OCCULLT. =3
IOLENCE AND THREATS: WORDS THAT RELATE TO CONFLICT, INCLUDING VIOLENCE,

HREATS AND EXTORTION. ALSO ALL NAMES OF WEAPONS.
European Observatory
of Online Hate
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DISINFORMATION AND RADICALISATION
- MEMETIC WARFARE -
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NARRATIVES
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DISINFORMATION AND RADICALISATION
- MEMETIC WARFARE -

Réinstallation du systéme,
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More sanctions What the fuck
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DISINFORMATION AND RADICALISATION
- MEMETIC WARFARE -
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(CYBER-)SOCIAL SUB-ECOSYSTEMS

LIVE-STREAMING +
VIDEO-SHARING
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20™ CENTURY

ANALOG COMMUNICATION SYSTEM DIGITAL COMMUNICATION SYSTEM

OoLD MEDIA NEW AND SOCIAL MEDIA

ONE-TO-MANY COMMUNICATION MANY-TO-MANY COMMUNICATION MODEL
MODEL

HYERARCHICAL RELATIONSHIP “"PROSUMER"” AND USER GENERATED CONTENT
BETWEEN PRODUCER AND CONSUMER N{ie(sy

INTERMEDIATION OF JOURNALIST AND EeSSLNRE=0UIS) AN B (61NN {0) (2= e pr N e(el S Sioau 1o
CENSORSHIP DYNAMICS VIOLENT MEDIA)

PASSIVE AUDIENCE INTERACTIVE AUDIENCE (SHARING,
PRODUCING, RE-MEDIATING)

MEDIA WEAPONIZATION

NATIONAL/INTERNATIONAL GLOBALIZED PERSPECTIVES, NARRATIVES,
PERSPECTIVES, NARRATIVES, IMPACTS ON ACTIVE AUDIENCES
IMPACTS ON PASSIVE AUDIENCE

SAPIENZA
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MEDIAMORPHOSIS OF VE /TERRORISM

GLOBALIZED COMMUNICATION
REVOLUTION *‘MEDIAMORPHOSIS’ OF TERRORISM

200 — 21" Century
bt Atins Cr i IRREVERSIBLE PROCESS OF MEDIA-

TO GLOBAL DIGITALIZED WORLD WEAPONIZATION FOSTERED BY THE
' DEVELOPMENT OF CYBERSPACE

'"MEDIAMORPHOSIS’ OF TERRORISM WHERE THE TRADITIONAL TIME AND SPACE
n} By PARADIGM COLLAPSES, DEFINITIVELY
: TURNING MEDIUM INTO WEAPON

H ‘ TME “MEDIAMORPHOSIS™ OF JIMADISS
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INTERN EﬁIHADISM

“INTERNET JIHAD”
COMPLEX NONLINEAR EVOLUTION

COMPREHENSIVE,
MULTIDIMENSIONAL,
HOLISTIC APPROACH
CYBER JIHAD
TIME SLOT . e
P
F
= ...zooa 2014 i
o5 . e’
LATE ‘90g - 9/11 2l <
5 S|k
- et
ECOSYSTEM :
CHARACTERISTICS/ :
TECH LEVEL :
EES <l — MODEL OF COMMUNICATION
ggxéﬁiﬁg,’qg, ISR ~ L— MAIN ACTORS TARGETED AS AUDIENCE
AND CELEBRATED THROUGH NARRATIVES

INTERNATIONAL TRENDS AND CHALLENGES
INTERPOL SEMINAR FOR THE ASEAN REGION ON"COUNTERING THE USE OF SOCIAL MEDIA FOR TERRORIST PURPOSES”™
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Today,
+ Symphatizers
MILITANCY 277
+ Supporters
+ AI Agents
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UGCs AND VISUAL-STORYTELLING

Acie ANTINORI, ™D | arfje ariincori@uriremma L. ft

Arije ANTINORI, PHD | arije.antinori@unironsal.it

Arije ANTINORI, PhD - arfje.antinori@uniromai. it s
N, DAPIENZA
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(ALT-)JIHADISM AND MEMETIC WARFARE
ISLAMOGRAM

When guys turn 18,
they choose one of these characters
to base their entire personality around

ISLAMISPILLING mmum[ﬂ:ﬂﬂ
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(CYBER-)SOCIAL SELF-RADICALISATION
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«LONE JIHAD>»: THE DOCTRINE (AND CULTURE) OF KILLING

INTERNET JIHADISM (CYBER-)SOCIAL INTERACTION - RADICALIZATION

US| THRE R AGENE

i —

N\
(CYBER-)"EGO-SYSTEM” j
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FROM IDEOLOGIES TO CULTURES

SOCIAL NETWORKS

o

SOCIAL MEDIA

CRIMINAL TRAFFICKING
THE, NARCOTICS,
OiL. MONEY-LAUNDRING

COLLECTIVE
CRITICAL MASS

SOCIAL MOBILE MEDIA

AGCINARY
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PERFORMATIVE
TERRORISM AND VIOLENT EXTREMISM
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NEW MEDIA, SOCIAL NETWORKS, SOCIAL MEDIA, SOCIAL MOBILE MEDIA
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FAMILY
DISAFFECTION

CONTACT POINT
and/or
THRESHOLD
SUBJECT IN
RADICAL
GROUPS/NETs

IDISTANCE FROM
PEER GROUP

VULNERABILITIES

TROUBLED
ADOLESCENCE

LIFE STRESSORS

EXISTENTIAL
and/or
SPIRITUAL
CRISIS
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SOCIAL
MARGINALIZATION
and/or
ISOLATION

IDENTITY
MALAISE

PERCEIVED
VICTIM
INJUSTICE,
DISCRIMINATION

DISORDERS

RIGIDITY

DISTRESS

BRAINWASHED

EXTREMIST
NARRATIVES

POLARIZATION

DISINTEREST IN

MINORITIES
ISSUES

STEREOTYPING
MEDIA
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RETHINKINGSN/ULNERABILITIES THE LIGHT OF CHANGE

(CYBER-)SOCIAL ECOSYSTEM
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LIVE STREAMING
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ADULTS
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Arije ANTINORI, PhD | arije.antinori@uniromaal.it 5 SAPIENZA




FROM LIVE STREAMING TO "LIVE-SCREAMING”

JIHADIST
ANTI-SEMITIE

Mohammed Merah

(Toulouse, 2012) Stephan Balliet
(Halle, 2019)

WHITE SUPREMATIST

~
“J
~ -

Brenton Tarrant - Chﬂstchurch mosquee shoo-tlngs
(New Zeland,2018)
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«LIVE SCREAMING »

- NARCISSISM
+ EMOTIONAL DESENSITISATION
CONTAGION AND IMITATION

IDENTITY CONSTRUCTION
ONLINE RADICALIZATION
SYMBOLIC CAPITAL
PERCEPTIONS OF SECURITY AND
POLARIZATION

« SACRALIZATION AND VIOLENT
RITUALIZATION

- DIGITAL TRIBALIZATION

+ MYTHOLOGISATION OF THE
ATTACKER

- VISUAL CODIFICATION

+ MYTHOLOGIZATION OF THE
ATTACKER

+ HERO-VICTIM-PERPETRATOR
DIALECTIC

+ TECHNOLOGICAL ACCESSIBILITY
AND DEMOCRATISATION
« TECHNOSOCIAL EVOLUTION

+ SPECTACULARISATION OF
TERRORISM

- ONLINE AMPLIFICATION

+ ALGORITHMIC GATEKEEPING

Arije ANTINORI, PhD | arije.antinori@uniromal.it SAPIENZA




ONLINE HATE CULTURE

The Virgin Stephan Balliet

bald

gets wounded

kills two of has
own people
gets cucked by a door

Promigr 1acos do Mohammed marah

improvised weapons
fail half the time

“FUCK SCHEISSE REEEEEE™

JIHADISM

A Bigger fallure than Manshaus

ANTISEMITISM
ISLAMOPHOBIA

plays anime
songs as he drives

Calls himself a pathetic
down the street

] WOHAMMED MERA i

_\ away from his first fail

\ g

Throws glorified
firecrackers like
sots out to kil they’re grenades
Jows, kills none

e Envoyer un Chat

Stephan Balliet
(Halle - Germany, 2019)

Mohammed Merah
(Toulouse - France, 2012)

WHITE SUPREMACISM

Brenton Tarrant - Christchurch mosquee shootings
(Christchurch - New Zeland, 2018)
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FROM "“"LIVE SCREAMING” TO DIGITAL HATE CULTURE

FROM TERRORIST ATTACK

\ J

= CYBER-SOCIAL RADICALISATION
CYBER-SELF-RADICALISATION
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FROM PROPAGANDA TO "PROPULSION"™

TRADITIONAL PROPAGANDA

—

~ ™

COLLECTIVE
ACTION

N 4

OFF LINE

“"PROPULSION"

: £3 RE-SHAPING
TESTIMONIAL CINULNERARBL : REALITY
VIOLENCE : AR AR _
ACIION /REBRESENATION : : o s
MOBILE SERIALIZATION T CLOBALIZED AND INSPIRING

TRIGGERING

(CYBER-)SOCIAL ECOSYSTEM
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ONLINE RECRUITMENT

Social Media Platforms — pages/groups to disseminate TVEOCs. Comments/private messages/chat
functions to direct engage vulnerable followers;

Online Video Sharing Platforms, Live Streaming Platforms — uploading videos that promotes
extremist beliefs. Like comments/sharing and real-time interactions are used to engage;

Online Forums — password-protected/hidden discussion to disseminate violent ideologies and share
information, organize, recruit new members, and promote violent action;

Message/Image Boards — texts/images/memes;

Websites/Blogs, Encrypted Messaging Apps — articles/manifestos that promotes their agenda.
Attractive information hubs for extremists and potential recruits;

Online Gaming - real-time communication between players and in-game conversations/interactions;
Deep Web - enabling extremists to hide from surveillance/monitoring. Forums/marketplaces, and ad-
hoc websites to promote extremism and facilitate the sharing of radical information/materials;
Malicious Use of Artificial Intelligence (MUALI) - Al can be exploited by extremists to amplify online
propaganda and recruitment. Algorithms/Al tools used to identify and target specific
audiences/minorities, create micro-targeted content to influence opinions and radicalize individuals.
Disseminating toxic narratives through chatbots and/or using algorithms to identify potential recruits.
DeepFake, DeepAudio and Synthetic Media.
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DIGITAL ROOTS

INSTITUTIONAL
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Questions and Answers

3037/2025/WEB ‘Online detection and prevention of
radicalisation’

14:00-1%30 CCT
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This webinar is only for EU law enforcement officials. Content/slides are not to be released
outside EU law enforcement.



